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Online Citizenship for Young People

Promoting e-safety through promoting opportunity
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Low capacity
In depth engagement

Medium capacity
medium-term projects

High capacity
One off projects
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A strategy for the long tail
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A framework for intentional projects
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Building citizenship through critical questions
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Proposed projects
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Project Plans
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HEEEANEINERE Integrating Online Citizenship
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Detailed description
Project focus (what are we intentionally addressing?)

The internet is integrated into young people's [ ] Developing practitioner awareness

day-to-day lives, so approaches to promote ; I ;
positive online citizenship and e-safety should [X] Developing practitioner skills

also be integrated. Interventions should address

. . . Preventing... Promoting
the qnderlymg causes of ns_k onhnez such as [x]...inappropriate content [X]...creative
_shanng to_otmucr:]h tpersontal |nforrr_1at|on_ or [X]...inappropriate conduct [X]...citizenship
inappropriate photos, not managing privacy [X]...inappropriate contact [X]...critical skills

settings, or talking about sex with strangers.

: . . Promoting youth participation
Ways of integrating e-safety and online E } Promoting Zther ECM o?,ltcomes:

citizenship messages may include: —
Project metrics (how will we know we've succeeded?)

*  Building discussion or information about | _The number of practitioners taking part in the project

online sharing of photos into photo (analytics)

consent procedures. -The number of practitioners making changes in their
*  Including explicit mention of respect for services/practice (discussion forum)

others online as well as offline into group | _|ncrease in awareness of e-safety / online citizenship

agreements or ground rules. amongst young people (survey/observation/anecdote)

* Promoting ways young people can
campaign for change online in
citizenship lessons.

* Including the importance of not talking about sex to strangers online in PSHE sessions.

» Creating a presentation about where young people can go to get help and support, and
encouraging peers to look out for one another.

*  Working with a group of young people to advertise an activity on a social network site and
helping the group identify how data they place on their profiles might be used.

This project would recruit a number of practitioner network members to work as an Action Learning Set. The
e-safety co-ordinator would suggest one way of integrating online citizenship and e-safety messages each
month (signposting useful resources and support), and practitioners would be encouraged to try and
implement this over the month, sharing their learning with others taking part in the project

Key Challenges

* Maintaining momentum in an online learning project of this type;



Project Plan

lTasksl Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar

Identify at least five topics for el R
modaules - this could be linked to
a "Youth Check' process.

Develop initial modules - el el e
modules should consist of some
information about an e-
safety/online citizenship issue
and a change that practitioners
can make in their
organisation/practice.

Recruit participants el e P
Target 50 participants, with
expectation of 10 active
participants in the first cohort.

Run pilot of project & facilitate
learning process

Develop further modules SN DU DU

Facilitate further modules [ P P

Evaluate project and update / —
invite more participants.

Seek to get participation in -——-
project recognised/accredited
as professional development.

Key project partners

Practitioner network members who have already been running internal learning programmes will be key
partners for the development of the initial course modules.

Further resources and reading

¢ Communities of Practice (Infed)

http://www.infed.org/biblio/communities_of practice.htm
Theory of communities of practice — a foundation for action learning within a community of practice.

* Action Learning http://en.wikipedia.org/wiki/Action_learning
Brief overview of the theory of action learning.

* 31 Days to a Better Blog http://michelemartin.typepad.com/thebambooprojectblog/join-

the-31-days-to-build.html

An example of an open online action learning project that invited participants to make small changes
to their blogging practice over 31 days, sharing the results in reflective learning as they went. A
model for the 'Integrating Online Citizenship' programme.




A YA O Youth Check: Online citizenship
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Key Challenges
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Project Plan

|Tasks| Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar

Choose between 'residential 9999
training' and longer term
'young researcher' model to
establish the checklist

framework.

Recruit young people as 99999999

young inspectors

Develop the checklist 999999999999

framework for young people
and provide training for the
group in the young inspectors

process

Peer review the checklist with 99999999
e-safety practitioners network

Pilot inspection model 999999999999

Seek funding to roll out 9999




inspection model further ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘

Key project partners
UI0*(/$0*225! 7#$1#*++&!($!.6 77$#(!(3&!;&A&2$7+&0(1$:1J5601!IV0.7&' ($#.1+3$;&2.!/.'6##&0(25!>&/01

'$++/../$0&;!>51QGLK?IC3/.1+*51$::&#!1.6 77$#(!($!(3&!; &A&2$7+&0(1$:1*01&9.*:&(5!5$6011/0.7&'($#. |
THPLH ++&7]

Further resources and reading

* DCSF Announces Young Inspectors Scheme (2008)
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Detailed description

Working with a group of young people (possibly
from the Content Creators programme) or with
practitioners and young people this programme
would seek to generate a flexible resource or
game that can be used to raise online citizenship
and e-safety issues in one-off sessions with small
groups.

Such as resource may, for example, consist of a
number of scenario cards describing coming
online citizenship and e-safety scenarios (e.g.
You are sharing photos from a party; or You want
to complain about the lack of local sports
provision) and a set of cards with questions to
consider such as 'What platform would you use?'
or 'Who can see what you publish?".

The resource would be distributed to as many
local projects as possible, along with details of

Project focus (what are we intentionally addressing?)

[ 1 Developing practitioner awareness
[ 1 Developing practitioner skills

Preventing...

[X]...inappropriate content
[X]...inappropriate conduct
[X]...inappropriate contact

Promoting

[ 1...creativity
[x]...citizenship
[X]...critical skills

[ 1Promoting youth participation
[ ]1Promoting other ECM outcomes:

Project metrics (how will we know we've succeeded?)

-Number of copies distributed (management
information)

-Feedback from users (through practitioner network /
feedback form)

how to use it to run a short session with young people. Projects using the resource would be encouraged to
consider taking a further step along the pathway of participation if it helps identify a need for more e-safety or
online citizenship work amongst young people by running Content Creators or Act by Right Online

programmes.

Key Challenges

* Encouraging uptake of the resource.

Outline risk assessment (draft to be developed by Brent LSCB E-Safety board)

Risk

Project staff using the resource do not
fully understand the e-safety or online
citizenship issues involved

Likelihood
High

Severity
Mid

Response

Provide access to the practitioner
network as part of providing the
resource and encourage those using
the resource to draw on support from
the network.

Regularly evaluate and review the way
the resource is being used.




Project Plan

iTasksl Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec Jan Feb Mar

Plan and develop the resource e e Rl

Produce the resource and SN [V DU S D N p—
promote it

Encourage those using the SN [ (R g
resource to participate in
future programmes

Key project partners

It may be possible to get a resource publisher to take on the resource in future

Further resources and reading

* Using Moo .com to print game cards
http://www.timdavies.org.uk/2008/11/07/a-social-media-game-without-an-lost-evening-laminating/
An exploratlon of how print-on-demand provider Moo.com can be used to create high quality
resources on demand.
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In partnership with schools, the Youth Parliament
and local youth service projects where digital
media tool access is available, facilitate a
programme of training and media based activities

1"C%.$&7".>)&what are we intentionally addressing?)

[ 1 Developing practitioner awareness
[x] Developing practitioner skills

Preventing... Promoting
where young people are encour_aged to create [X]...inappropriate content [X]...creativity
content about the local area. This could be: [X]...inappropriate conduct [X]...citizenship
. 12'$"€)$"+%)&bout their estates: [X]...inappropriate contact [X]...critical skills
« 1".0%) with information on positive [ ] Promoting youth participation
activities; [ ] Promoting other ECM outcomes:
o 3,+-%)2('%&/'%)%#$($+"#) about :
opportunities for young people to get 1"C%.$&D%%$'+.J&ow will we know we've succeeded?)
involved in creating change; -Quantity of content produced (analytics)
© A)HHS&6+-%"&T&B)".+(,&'%/"S+#58N -Self-identified behaviour change (evaluation exercise)

local events and issues;

o O#,+#%&)/(.%)&or youth parliament
members to get into dialogue with other
young people;

+ 1,"5&/")$) with information for young people in the area;

o +#5&%"#%) of music by local youth people;

« <()2=>/) of information about the local area for young people;

o I'0p($+#5&(&5">I&" " #&(&)" . +(,&#%$?" @ &)+H%b campaign for change in the local area.

The groups will gain skills in creating and sharing social media content, and will be encouraged to think
critically about e-safety during the process through a series of guided critical questions.

The diagram below sets out a series of stages to a Content Creators project, linking critical group
discussions to the sorts of decisions that may be made during the creation of media content.

These stages may occur in a single session (in abridged form) or through a project running over a number of
weeks.

—

Think about:
Think about: Think about: intended Think about: Think about: Think about:
each other the idea . impact identit interactivi
audience P y ty
Create a group Explore your Choose a Choose a Choose privacy/ Choose
agreement priorities medium platform publicity policies

*0%,+6%'A&<"-%,

Content Creators should be run in a number of formats as a trial project in partnership with the e-safety co-
ordinator and volunteer worker. The resources used to run these sessions should later be made available a
franchised model for local staff to deliver — with the option of a training the trainers model to promote effectiv
uptake.

U +HH5+H#5&+$&$"5%$2%'B
Whilst content will be published on free social media sites, a content hub could be set up, using a blog or
social media aggregator to pull together and 'curate' an archive of content from the Content Creators project.



&&E%A&!2(,,%#5%

* Encouraging participation in the project and sensitively embedding e-safety and online citizenship

messages;

* Finding a technical platform for aggregating the content from young people in a way that allows
young people creative independence in their content creation, but which also manages reputational

issues for the local authority;

* Encouraging existing media project providers to integrate Content Creators critical questions into

their offerings;

* By focussing on 'Content Creation' as the activity 'hook' there is a risk that the project does have a
strong enough focus on 'social' and 'relational' aspects of online interaction;

9>$,+#%8&'+) @&()) %)) D%#S$
@

F+@%,+2""-

3%6%'+$A ;%)/"#)%

Young people create content which is Low Low Make clear the distinction between

unsuitable or could harm the reputation of equipping all young people with

the local authority social media/media literacy skills —
and supporting or condoning the
production of particular media
messages.

Young people publish content in a way Medium Varied Make sure the critical questions

that puts them at risk online.

cover and discourage key risk
behaviours.

Maintain staff vigilance.

Young people are exposed to

inappropriate content, contact or conduct

through the project, or are exposed to
cyber bullying.

Maintain staff vigilance and ensure
staff (a) are equipped to respond to
instances of cyber-bullying, and (b)
have access to support and guidance
on how to respond.

&1"C%.$&1,(#&

I(#

GHO@)G

J%K <(

L/

<(A

M'6 *%. I# JWK <(&

*066%,"/&'%)">".%)& 7" &% (.2 &
)$(5%&"7&(&!" #$YoHSE! % ($"%
/"'5'(DD%&

E.g. PowerPoint/Flash presentations.

Short case study narratives. Workshop
handouts. Online resources.

1+,"$& (&' (#5%&"7&!"#$%02$
1'%6($")&/"'C%.$)

E.g. Saturday session, 4 weekly
sessions, school setting, evening
session.

*066%, "/ &I HSYHSEI Y ($™) &
'06)">" %&/(. @ &NES (+#+H#5&$8%
$'(+#%)&D"-%,

*066%,"/&D"-%,)&7" &
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(H-&T7%%-+#58+#$"&)" +(,&DY6&H(
)(.%)&0%P5P&I(. %K™ @ Q&: %K'
%$.PR

S6(,>($%&/"C%.$&
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Local schools, youth service projects and the youth parliament are potential groups to engage with a content
creators programme.

Local community groups and specialist groups should also be approached. Offering support to young people
from these groups to 'tell their story' may assist in reaching 'long tail' target groups and providing added
value in the nature of the content created.

Existing youth media projects in the area may be willing to adopt a Content Creators framework for their
work.

Brent Brain is a key partner for the aggregation and 'curating created content' phase of the project.

88> $29%'&'%)">" %) & (#-& Yo (- +#58]

*  9#%&1(5%&T>+-%)&Li&ative Commons guides covering a range of social media tools. Licensed
under a creative commons agreement which allows their adaptation and re-use.
http://www.timdavies.org.uk/tags/onepage

o 146+ .&F+7%&9#, +#%B&F % (‘#+#5& V" ?&*+5+3(,&<%-+(&! (#&SH#5(5%R008$2&
http://www.mitpressjournals.org/toc/dmal/-/1

A full journal available for free download exploring youth media creation for citizenship and
engagement.

o 1%3%'&F%6+#81>K,+.&X"+.%& 7" &W"'>$2B&H2%&L >-+%#.%&1"'K, % D& +#&*+5+$(,&<%-+(&(#-&!+6+.
S->.($+"# (2008)
In the above journal. Exploring the need to develop and audience for young people's civic media
creations.
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D35E."#$F5"<q%hat are we intentionally addressing?)

[#0(-.1$1.2"3(4#(5,$36 [ ] Developing practitioner awareness

[x] Developing practitioner skills
Act By Right is an accredited workbook and

training programme designed to equip young Preventing... Promoting
people to take action on issues that affect them in |[ ]...inappropriate content [ ]...creativity
their local communities. [ ]...inappropriate conduct [X]...citizenship
[ ]...inappropriate contact [X]...critical skills
It provides a rigorous framework of citizenship
training which can be complemented with [ 1 Promoting youth participation
additional training activities focussing on social [X] Promoting other ECM outcomes: )/'#+#-,&3/$+.#4(+#$
medla and. o'nl|n.e campaigning. These might
include training in:
I 72(,)$85"(0-$9.#:53;$2(#.2$ to build a -Young people's evaluations from being involved (built
campaign and communicate with into Act by Right)
members; -What's changed case studies to evaluate impacts of
I 8%03(,)$,.:2$0,1$<410#.2$ online involvement (add-on to Act by Right)

through video, audio and blogging.
oo=(2#.,()8($#58.>(2#()$5,-(,.  $
"5,?7.320#(5,2% using RSS readers and alerts.
I @0A40(),(,)$ with web 2.0 tools.
I BO"(-(#O#(,)$5,-(,.-$1(2"<22(5,2

E-safety messages would be woven into each of these training topics.
The project could draw upon learning from the Battlefront Campaigns project run by Channel 4.

$$C.&$@*0--.,).23%¢

I Securing partners to run Act by Right Online programmes and providing support and resources for
these.

+<#-(,.$3(2;$022.22A. #$ (draft to be developed by Brent LSCB E-Safety board)

'2; =(;.-(*551 8.2.3(#& '.245,2.

Young peoples use online social Mid ? Young people should be supported in
networking spaces as part of campaigning their use of social networking/social
exposes them to new risks. media spaces by adequately trained
Young people are exposed to bullying or Mid ? staff.

negative public feedback through public

o ; The programme documents should
campaigning online

outline key safety considerations —
and young people should have
worked through these before using
social media / social networking

spaces
Young people campaign on issues which Mid ? Ensure organisations offer a
run counter to council or organisational commitment to support young people
policies. (e.g. campaigning against a in campaigning for the issues that
recent local authority decision) matter to them from early in the

process.
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1.2.-5431"#$%&S ) 4#$+, (.  $

3.25<3".2 led by Tim Davies in
collaboration with Jacky Rapport.

D(-5#$435)30AA. with up to 15 S D B
young people over 10 weeks

D0";0).$0,1$4351<".$!"#$%& $ I N
(O)*#$+,-(,.$3.25<3".2%

JO3; . #H"#$%&S' () *#$#5%$-5"0-% SN RIS U P
435E."#2%ith the option of a
training the trainers course

8<4453#%$-5"0--&3$1.-(?.3.1$!"#$ el el el e
%&$'()*#$+,-(,.$"5<32.2 $
particularly by providing a
platform through Connection
Hubs.

$$C.&$A35E. " "#$403#,.32

D35E."#$/.?.-54A. #
H*.$90#(5,0-$K5<#*$!).,"&  will co-operate in the production of additional materials for Act by Right.

18/19 provide accreditation for the use of Act by Right.

D35E."#3$/.-(2.3&

At least one 4(-5#%$2(#i$ needed during the development of Act by Right Online.

Projects who have engaged in the "5,#.,#$"3.0#532% programme will be key candidate sites for deepening
engagement through Act by Right online.

It will be important to work with A(,53(#&$)35<42 and groups with specific interests in developing Act by
Right Online — as a campaigning resource may have increased impact and appeal for these groups.

$$B<3#*.3$3.25<3".2$0,1$3.01(,)$$

I I"#$%&$'()*#, published by The National Youth Agency and available from
http://www.nya.org.uk/information/108789/actbyright/
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*#+ - $.")/0,1#,23$$4 HO2I"/#$=2/8)%what are we intentionally addressing?)

[x] Developing practitioner awareness
Get the FAQs will build a library of good quality [ ] Developing practitioner skills
information and resources for young people on

issues such as: Preventing... Promoting
* Managing privacy settings online; [X]...inappropriate content [ ]...creativity
*  Sharing media safely; [X]...inappropriate conduct [ 1...citizenship
*  Avoiding fraud; [X]...inappropriate contact [ ]...critical skills
*  Supporting peers who you are concerned
about; [ 1 Promoting youth participation

[ 1Promoting other ECM outcomes:

This material may consist of handout resources HO21"/#$>"#0,/)$ (how will we know we've succeeded?)
for classroom settings, frequently asked

questions online and rich educational resources | Use of the resources (metrics and management

such as online videos. Each resource should be  |information)

made available as the answer to a key question | Enquiries from young people (management

that young people might ask about online safety | information)

or citizenship (e.g. How do | make sure only the | Review of the quality of resources (workshop with
people | want to get to see my photos on young people)

Facebook?)

Resources can be compiled in a number of ways:

56,)#,37$0")280/")9

Research and evaluation of existing e-safety resources (ideally including young people in the review and
evaluation process) to compile a library of videos, downloads and web links responding to the questions
young people may have.

:":$0")280/")9%
Resources written by LSCB E-safety sub group members or members of the 10+/#,#,23"0$3"#;20<%0 meet
perceived needs.

&'()$=02>$72837$1"21-"9

Inviting young people to pose questions through an online space (23#"3#$%8@%d /233"/#,23%%8@) ) and
then sourcing resources that respond to those questions, or creating the relevant answers and resources.
The questions may also be shared — and other young people encouraged to provide answers to their peers.

Once resources have been compiled they can be shared: through the 10+/#,#,23"0$3"#;20<, in face-to-face
workshops, and through the /23#"3#$%8@nd /233"/#,23$%8@).

SSA"2$BYo+--"37")$9

»  Driving traffic to and use of the service.
» Striking abalance between peer-to-peer and official answers to practical questions.
* Keeping information and guidance up to date (e.g. how to manage your Facebook privacy settings...)

C8#-,3"%$0,)<$+))"))>"3#$ (draft to be developed by Brent LSCB E-Safety board)

D,)< E,<"-,%22. F'G"0.#? D")123)"

Inaccurate safety information is provided Low Mid Develop a clear (but responsive)
review process for all new
resources (potentially drawing upon




the practitioner network).

Safety information becomes out of date. High Mid Regularly review resources and
consider ways of inviting user
feedback to flag up outdated
content.

$HO2I"/#$H-+3H

JK+)<) J L+3 &'@ M+0 '10 . L8- '87 F'L Ci# 26 */
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+@28#

D")"+0/%$"6,)#,37$0")280/") $ B el Bt B P P
+3.$/2>1,-"$+$-, @0+07%; #% B
#%"$10+/#,#,23"0$3"#;20<hd
invite practitioners to develop the
library further

*'G"-21%$>,)),37$0")280/") $ el e D e e e e R el e
based on questions identified
from young people

5)#+@-,)%$102=")),23+-$+3$
1"0$0"G,";$>"/%+3,)>)$=20 $
0")280/")$

£))'> 3HESIHSHUN'SL()  $
0")280/")$+)$0"08,0".

*G"-21$10")"3/"$=20%!"#$#%" $ N
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123#"3#$%8@

#G"-21$10")"3/"$=20$!"#$#%" $
&0S; #%,354#%"$/233"1#,23 $
%8@)

BN

$SA"2$102!1"/#$1+0#3"0)d

Specific practitioner network members interested in resources should be identified.

$$880#%"0$0")280/")$+3.$0"+.,37%!

Online resource spaces such as VideoJug.com, TheSite.com and a range of e-safety sites may provide a
range of engaging resources to repurpose.
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Developing an core online presence for the Brent LSCB E-Safety strategy (with a general
target audience) and then creating 'connection hubs' within a range of Social Network
Sites and other online spaces actively used by young people from Brent. These hubs are
fed with regular updated content from Brent LSCB E-Safety projects, and offer young
people a point of contact with the project.
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